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Important Safety Information

Important Installation Instructions

Power, Input, and Output (I/0O) wiring must be in accordance with Class I, Division 2 wiring
methods, Article 501-4 (b) of the National Electrical Code, NFPA 70 for installation in the U.S.,
or as specified in Section 18-1J2 of the Canadian Electrical Code for installations in Canada,
and in accordance with the authority having jurisdiction. The following warnings must be
heeded:

WARNINGEXPLOSION HAZARIVUBSTITUTION OF COMPONENTS MAY IMPAIR SUITABILITY OR CLASS
I, DIV. 2;

WARNINGEXPLOSION HAZARBHEN IN HAZARDOUS LOCATIONS, TURBMZIERR BEFORE
REPLACING OR WIRING MODULES

WARNINGEXPLOSION HAZARIED NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BE N

SWITCHED OFF OR THE AREA IS KNOWN TCGHBZARDOUS.
THIS DEVICE SHALL BE POWERED BY CLASS 2 OUTPUTS ONLY.

Product Warnings

WARNING EXPLOSION HAZARDO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS B EN
SWITCHED OFF OR THE AREA IS KNOWN TCGHBZARDOUS.

AVERTISSEMENRISQUE D'EXPLOSIONANT DE DECONNECTER L'EQUIPMENT, COUPER L
COURANT OU S'ASSURER QUE L'EMPLACEMENT ESNORIMANGEREUX.

Battery Life Advisory
The Prosoft Gateway uses a non-rechargeable lithium (lithium carbon monofluoride chemistry)

battery to back up the real-time clock and CMOS. The battery should last for at least 10 years
when stored. The battery is not used nor being recharged during its operation.

Note:The battery is not user replaceable.

Agency Approvals and Certifications

Agency
ATEX <Ex> 113G EXnAIIT50°C
<=
Ta <=+60 °C
cULus 0°C to +60°C
Temperature Code i T5
CB Safety
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1 Start Here

In This Chapter

OVEIVIEBW ...ttt 9
SYStEM REQUIFEMENTS ....vviiiiiiiiiiieieee et a e e e 10
Deployment ChecKIiSt.........ccooiiiiiiiii i 10
Package CONENTS .........ciiiiiiiiiiiiee e e e 11
SEING JUMPETS ettt 12
Mounting the PLX8X-MNET-61850 on a DIN-rail..........cc.ccooveeviieennnenn. 13
Connecting Power to the UNit.........c..oooiiiiiiiiieieec e 14
Installing ProSoft SOftWaAre ............ceeiiiiiiiiiiiee e 14

To get the most benefit from this User Manual, you should have the following

skills:

1 Unity Pro software: launch the program and configure the M340, Quantum,
or Premium processor
1 Microsoft Windows: install and launch programs, execute menu commands,
navigate dialog boxes, and enter data
1 Hardware installation and wiring: install the module, and safely connect
MNET-61850 and M340, Quantum, or Premium devices to a power source

and to the PLX8x-MNET-6 1850 modul eds Et hernet

1 Intelligent Electronic Device (IED): have one or more IEDs and be familiar
with the IED configuration software

1.1 Overview

This User Manual explains the features of the PLX8x-MNET-61850 Modbus
TCP/IP to IEC 61850 gateway. It guides you through configuring the gateway,
showing how to map IEC 61850 Data Attributes between an Intelligent Electronic
Device (IED), through the gateway, and a Rockwell Automation® Modicon®
Quantum®PLC. Premium® PLC, or M340® PAC. The ProSoft MNET-61850
Configuration Manager software
programming software, integrating the gateway into your system.

This User Manual provides examples of how to move IEC 61850 Data Attributes
using IEC 61850 8.1 MMS messages. The PLC or PAC reads and writes data to
the IED. The ProSoft gateway automatically pushes (writes) data from the IEDs
to the M340, Quantum, or Premium, so the M340, Quantum, or Premium does
not have to be programmed to read the IED's data.

creates f
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IEDs generally come with their own configuration software, and a template IED
Capability Description (ICD) file. The template file represents a device that is not
configured. Once configured, the device makes a Configured IED Description
(CID) file. Some devices can also make a System Configuration Description
(SCD) file. Some IEDs generate an ICD file (rather than a CID file) for their
configured file, so be sure to have the right file. You must have these files on
hand before beginning this process.

For a complete list of features and supported functions of the PLX8x-MNET-
61850 gateway, refer to the IEC 61850 PICS Statement, which is available as a
separate download at http://www.prosoft-technology.com.

1.2 System Requirements
The ProSoft MNET-61850 Configuration Manager configuration software for the
PLX8x-MNET-61850 gateway requires the following minimum hardware and
software components:
1 Pentium® Il 450 MHz minimum. Pentium Il 733 MHz (or better)
recommended
1 128 Mbytes of RAM minimum, 256 Mbytes of RAM recommended
9 100 Mbytes of free hard disk space (or more based on application
requirements)
1 256-color VGA graphics adapter, 800 x 600 minimum resolution (True Color
1024 x 768 recommended)
Supported operating systems:
1 Microsoft Windows 7 (32 bit) (64bit not tested)
1 Microsoft Windows Vista (not tested)
M Microsoft Windows XP Professional with Service Pack 1 or 2
1 Microsoft Windows 2000 Professional with Service Pack 1, 2, or 3 (not
tested)
Microsoft Windows Server 2003 (not tested)
1.3 Deployment Checklist
Before you begin to configure the module, consider the following questions. Your
answers will help you determine the scope of your project, and the configuration
requirements for a successful deployment.
1 Is the Rockwell Automation Unity Pro software installed?
1 Do you have the Intelligent Electronic Devices (IEDs) and their configuration
files?
Page 10 of 182 ProSoft Technology, Inc.
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1.4 Package Contents

The following components are included with your PLX8x-MNET-61850 gateway,
and are all required for installation and configuration.

ImportantBefore beginning the installation, verify that all of the following items are | "esent.

Qty. Part Name Part Number Part Description

1 Modbus TCP/IP to IEC PLX8x-MNET- ProSoft communication gateway
61850 gateway 61850
Screwdriver HRD250 Small, flat-bladed screwdriver
Power Connector J180 3-wire DC power connector

If any of these components are missing, please contact ProSoft Technology
Technical Support for replacement parts.

ProSoft Technology, Inc. Page 11 of 182
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1.5 Setting Jumpers

When the module is manufactured, the port selection jumpers are set to Mode 3.
You must set the jumpers to the correct position. The following diagram of the
back of the module describes the jumper settings.

Maode 3 - - _
Maode & - - & o
Muode 1 o o
L -

Mode 3:

Setup Jumper: This is the top jumper. This must be jumpered when performing a
firmware upgrade, uploading/downloading a configuration file to the module, and
when using the Tag Monitor. For normal operation, this jumper should be hung
on only one pin (not jumpered). Removing the jumper allows for better
communications between the IEC and Modbus TCP/IP driver and the jumper
should be removed during running conditions..

Mode 2:

Default IP Jumper: This is the middle jumper. The default IP address of the
gateway is 192.168.0.250. Set this jumper to set the gateway's IP address back
to the default. For normal operation, this jumper should be hung on only one pin
(not jumpered).

Mode 1:

Reserved Jumper: This is the bottom jumper. It is reserved for internal ProSoft
Technology use only. For normal operation, this jumper should be hung on only
one pin (not jumpered).

Page 12 of 182 ProSoft Technology, Inc.
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1.6  Mounting the PLX8x-MNET-61850 on a DIN-rail

531"
(136.4mm)

4.20"

"\2_00.‘ {106.7mm)
(50.8mm) /
™~

013671 ‘
(3.45mm)

Position the PLX8x-MNET-61850 on the DIN-rail B at a slight angle.

2 Hook the lip on the rear of the adapter onto the top of the DIN-rail, and rotate
the adapter onto the rail.

3 Press the adapter down onto the DIN-rail until flush. The locking tab snaps
into position and locks the module to the DIN-rail.

4 If the adapter does not lock in place, use a screwdriver or similar device to

move the locking tab down while pressing the adapter flush onto the DIN-rail

and release the locking tab to lock the adapter in place. If necessary, push up

on the locking tab to lock.

[EEN
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March 5, 2018



Start Here PLX8MNETB185MZommunication Gateway
User Manual Modbus TCP/IP to IEC 61850 gateway

1.7 Connecting Power to the Unit

Common Vdc ()
Ground (Earth)

24 Vdc (+) (nominal)
(Range 18 Vdc to 36 Vdc)
500 mA max at 24 Vdc

WARNIN@e sure not to reverse polarity when applying power to the gateway. This causes
per manent damage to the gatewayds internal power

1.8 Installing ProSoft Software

1.8.1 Installing the ProSoft Discovery Service

ProSoft Discovery Service (PDS) is a Windows-based software program that
connects to the gateway through the Ethernet port for the following purposes:

1 Automatically discovering the gateway on the Ethernet network.

1 Setting a temporary IP address for the gateway for commissioning.

1 Allowing PDS to select the gateway for monitoring and IP address
reconfiguration.

This software is supplied as a stand-alone utility, available from
http://www.prosoft-technology.com. To install the PDS, follow these steps:

1 Navigate to Products > ProSoft Software.
2 Scroll through the list to locate ProSoft Discovery Setrvice.
3 Choose PROSOFT DISCOVERY SERVICE to install.

Page 14 of 182 ProSoft Technology, Inc.
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1.8.2 Installing the ProSoft MNET-61850 Configuration Manager

Use the ProSoft MNET-61850 Configuration Manager to configure the gateway.
You can find the ProSoft MNET-61850 Configuration Manager at
http://www.prosoft-technology.com.

1 Navigate to your PLX8x-MNET-61850 product.
2 Choose PROSOFT MNET-61850 CONFIGURATION MANAGER to install.

Note To use the ProSoft MBEF50 Configuration Manager under thesWi@®wou mu t

be sure to install it usingrilnie as Administraiption. To find this option;afightthe

Setup.exe program icon, and theRuNialsADMINISTRATAR the context menu. You mus :

install using this option even if you are alygadyii as an Administrator on your netwo < or

personal computer (PC). Using the Run as Administrator option allows the installati »n program to
create folders and files on your PC with proper permissions and security. If you do ot use the Run
as Administtor option, the ProSoft MMIBB0 Configuration Manager may appear to ir stall

correctly, but you will receive multiple file access errors whenever the-Bi856ft MNE T
Configuration Manager is running, especially when changing configuratios beygess |

you must completely uninstall the ProSo ME& Tonfiguration Manager and-thstalle

using the Run as Administrator option to eliminate the errors.

1.8.3 Installing the ProSoft MNET-61850 Tag Monitor

You use the ProSoft MNET-61850 Tag Monitor to monitor the data tag values
through the gateway. It is automatically installed when you install the ProSoft
MNET-61850 Configuration Manager.

ProSoft Technology, Inc. Page 15 of 182
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2 Configuring the PLX8x-MNET-61850 Gateway

In This Chapter

x  Connecting Your PC to the Gateway.............cccccuvveieeeeeiiiiiieeee e 18
x  Setting a Temporary IP Address in the Gateway.............cccceeeeeeeeiinnneen. 18
x  Creating a New Project in the Configuration Manager .......................... 21
x  Importing a Project into the Configuration Manager .............cccceevvvveenne 23
x  Configuring the Gateway EtherNet/IP Adapter........cccccoecvviieeeeeniiinneen. 23
x  Adding Modbus TCP/IP DEVICES ........ceeviieieiiiiieeiiiie et 26
X IMPOrtiNg 1ED FlES......oiiiiieii e 27
x  Creating the IED NeIWOTK..........ueiiiiiiieiiiiie i 29
x  Mapping Data Attributes from IEDs to the Gateway .............cccceeerveeenne 31
x  Mapping Data Attributes in the Gateway to Modbus TCP/IP ................. 42
x  Setting Modbus TCP/IP Port Properties ..........cccccuvueeeiiieeeeiiieeesiiiee e 44
x  Configuring Modbus TCP/IP Commands for a Device ..........c....cccuuueee. 46
x  Viewing Modbus TCP/IP Server Mapping .......ccccceevvrernieeeeiiieee e 52
x  Viewing Modbus TCP/IP Client Mapping.........cccceevvvrernieeeeiiieeeiniieeene 53
x  Validating the Configuration .............cccciieieiiiee e 54
x  Downloading the Configuration File to the Gateway..............cccccoeuunnee. 55
x  Uploading the Configuration from the Gateway ............coccvveeeeeernininnnn. 56
x  Exporting a Project from the Configuration Manager.............c..c.cocuuuuee. 56
x  Importing Updated 1ED Files .........ccooiiiiiiiiiiiiiieeeeee e 57

To configure the PLX8x-MNET-61850 gateway, follow these topics in the same
order as they appear in this chapter.

You must import the Intelligent Electronic Device (IED) files before you configure
the Modbus TCP/IP device so that the ProSoft MNET-61850 Configuration
Manager can help with the Modbus TCP/IP configuration after you set up the
IEDs in the ProSoft MNET-61850 Configuration Manager.

ProSoft Technology, Inc. Page 17 of 182
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2.1  Connecting Your PC to the Gateway

You can use the Ethernet cable included with the gateway to connect your PC to
the gatewayb6s Ethernet port. I f your
sections Setting a Temporary IP Address in the Gateway (page 18) through
Configuring the Gateway EtherNet/IP Adapter (page 23). Later, you can use a
patch cable to connect the gateway to a switch, allowing the IEDs, gateway, and
M340, Quantum, or Premium PLC or PAC to all operate on the same network.

Once you connect the gateway, use the ProSoft Discovery Service to locate the
gateway and assign a temporary IP address. See Setting a Temporary IP
Address in the Gateway (page 18). You can set a permanent IP address when
you configure the module. See Configuring the Gateway EtherNet/IP Adapter
(page 23).

2.2  Setting a Temporary IP Address in the Gateway

gat eway

ImportantProSoft Discovery Service (PDS) locates the gateway through UDP broar cast
messages. PDS is an application that is built into PCB. These messages may be b )cked by

routers or layer 3 switchethat case, PDS is unable to locate the gateways.

To use PDS, arrange the Ethernet connection so that there is no router or layer 3 s vitch between
the computer and the gateway OR reconfigure the router or layer 3 switch to allow 1e routing of

the UDPrbadcast messages.

1 To open PDS, right-click on the module icon in PCB and click on

DIAGNOSTICS.
=0 Default Project
E@ Default Location
= |,h I:Iggt"snl'. nTrD_1 1A )
g N Delete
g8 @ Rename
gt S Copy
el E Paste
ot E
gt E Choose Module Type
g Configure
w0
g8 N erify
g% N View Configuration
gt N Write to Compact Flash
g N Export Configuration File(s)
gl Load Config File
[]...ﬁgﬁ N
Eak N Add External File
D“ﬁ : Download frem PC to Device
g,;,%a N Upload from Device to PC
[]"'636 N Diagnostics
g% Commoniet
Ethernet Configuration
g
..... ¥E opcuA
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2 In the Diagnostics dialog box, click on the CONNECTION SETUP icon.

a Diagnostics

Connection Log Module

X[=)5132]] ]

| ||]'| Cannat Connect to |P Address

3 Inthe Connection Setup dialog box, click the BROWSE DEVICE(S) button under
the ProSoft Discovery Service (PDS) heading.

- 3
Connection Setup M
Select Connection Type: lm

— Ethermet

192 0168 . 0 . 250

— PraSoft Dizcovery Service [PDS)

Browse Device(s] .

~ ClPconnect

I E192162.0.100,p:1,5:0$56

CIF Path Edit |
Test Connection I Connectl Cancel |

R ———————————————

4 In the ProSoft Discovery Service dialog box, click on the BROWSE FOR
PROSOFT MODULES icon to search for ProSoft Technology modules on the

network.
rﬁ Prosoft Discovery Service E@ﬂ1
.Q ) ©
Click the search icon to begin the browse
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5 Right-click on the gateway, and then select ASSIGN TEMPORARY IP.

A Prosoft Discovery Service =] ﬁ

Q
. - AADE
IP Configuration

-

Assign Tempaorary IP
Device Details
§'j Remove Temporary IP l_}_‘!EEC
fc View module's webpage 51
Click the search icon to begin the browse
6 Themodul e6s default | P address is 192.168.0.250.

A Assign Temporary IP Address i | ﬁ

Temporary IP: 255 _ 255 . 255 | 254
Network Mask: 0.0 .0 .0

ok | Cancel |
4
7 Enter an unused IP within your subnet, and then click OK.
8 See Configuring the Ethernet Port to set the permanent IP address in the
gateway.
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2.3

Creating a New Project in the Configuration Manager

You configure the gateway with the ProSoft MNET-61850 Configuration Manager

software. The first step is creating a project for the gateway.
1 If you have not installed the ProSoft MNET-61850 Configuration Manager,

refer to Installing the ProSoft MNET-61850 Configuration Manager (page 15).

2 Click the Windows START button, and then choose PROGRAMS > PROSOFT
TECHNOLOGY > PROSOFT MNET-61850 CONFIGURATION MANAGER.

P ProSoft MNET-61850 Configuration Manager - Project. 1 o= ==l
File Edit View Help
D& H| | @ .
peiceview :
: (/- Giarium
=) -
= [ Devices & Configurations Hodbas 0 Aodbas 2
B Modbus TCP/IP Devices 192.168.0.250 192.168.0.250
Schneider Electric
M340
Premium
Modbus 1 Medbus 3
Quantum - . _
H I Wodbus Generic - 192.168.0.250 192.168.0.250
=% IEC 61850 Configurations 3 | 9
22 700G.CID Peoject 1
Pl SEL_700G_1 192.168.0.250
51A.CID
787.CID
(@ 1Ece1850
o SEL_700G_1
192.168.0.11
~ Z
|ED SEL_700G_1 has 19 Assigned Tags ‘
Device Path | Tag Name | Type | Access ‘ Description o
LLNDSSTSModSstVal SEL_700G_1_LLNO_ST_Mod... Enum R =
LLNDSSTSModSstVal SEL_700G_1_LLNO_ST_Mod... Enum R
LLNDSSTSModSq SEL_700G_1_LLNO_ST_Mod... Quality R
LLNDSSTSModSt SEL_700G_1 LLNO_ST_Mod... Timestamp R 0
LLNDSCFSModSctifodel SEL_700G_1_LLNO_CF_Mod... Enum R
BR/BRep0L:METXMMXULSMXS...  SEL_700G_L_METXMMXUL_.. FLOAT3Z R il
DD /DDA AACTVAMLAVIH ERAVE  CEI T0A2 4 RACTVRALAVIH o AT o
Ready CAP NUM SCRL

The ProSoft MNET-61850 Configuration Manager window consists three
panes:

The Device View Tree shows the Modbus TCP/IP devices and IEC 61850

This folder is empty until you import IED files.

configurations. The IEC 61850 Configurations folder is a list of IED configuration files.

The Network View pane shows a graphic representation of the devices to be
connected to the gateway. Each device appears as a "bubble".

The project bubble (ProSoft Gateway) represents the gateway itself.

The IED bubbles (IEC61850) represent the IEC 61850 port on the gateway,
attached devices.

and the

The Modbus TCP/IP bubbles (Quantum, Premium, M340) represent both the
EtherNet/IP port on the gateway, and the attached Modicon devices. Modbus-IDA

represents a generic Modbus device.

The Configured Tags pane shows the configured tags associated with the currently

selected "bubble" in the Network View pane.

When you first start the ProSoft MNET-61850 Configuration Manager, the
Device View shows default devices and configuration, and the Network

View shows only the project bubble (ProSoft Gateway Project 1).
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3 Choose FILE > NEW to create a new project.

4 You can rename the project by right-clicking the project bubble, and then
choosing PROPERTIES. You can also double-click the project bubble.

5 Enter a new name in PROJECT NAME, and any notes in NOTES, and then click
OK.

6 Save the project by choosing FILE > SAVE As and entering a name for the
project.

Note:You need a separate Configuraitaght file for each gateway. You can run mult ole
instances of the Configuration Manager software at the same time.

Note that the diagram in the Network View does not exactly match the physical
hardware. In reality, the IED connects to the 61850 side of the gateway, while the
Modbus TCP/IP device connects to the other side. Typically these three devices
are connected across a network, rather than connected directly to each other.

SEL_ 7005 1 Project 1 Modbua= 0
192.168.0.11 192.168.0.251 192.168.0 250
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2.4 Importing a Project into the Configuration Manager

You can import a ProSoft MNET-61850 Configuration Manager file that was
created and exported on a different PC. Do not try to open a project file created
on another PC, because it does not contain all the IED files that were used to
create it. Instead, choose FILE > IMPORT CONFIGURATION. This recreates all the
CID/SCD/ICD files that were part of the original configuration.

If you open a project not created on your PC instead of importing it, the Device
View shows a red slash through the IED files.

DeiceView

=l
=% Devices & Configurations
& Modbus TCP/IP Devices
 B-f Schneider Electric
Lf 340
I Premium
i f Quantum
- i Modbus Generic
B IEC 61850 Configurations
----- A C\Program Files\ProS
----- A Ci\Program Files\ProS
----- A Ci\Program Files\ProS

2.5 Configuring the Gateway EtherNet/IP Adapter

Configuring the gateway sets the permanent IP address for the gateway. It also
defines the NTP server that the gateway can poll for the current date and time.

Note:Since the PLX8INET61850 has one physical Ethernet port, both EtherNet/IP € 1d 61850
networks must be on the same subnet.

The PLX8RINET61850 has two physical Ethernet pogfor each protocol. You must
configure these ports on different subnets.

1 Right-click the ProSoft Gateway bubble and choose PROPERTIES. You can
also double-click the ProSoft Gateway bubble.

Modbus TCP/IP Server Mapping
Modbus TCP/IP Client Mapping

Project 1

192.168.0.250
Download from PC to Device

Upload from Device to PC

Diagnostic

Event Logger

Properties
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w N

This displays the Properties dialog box. Note that the dialog box is different
for the one- or two-port module.

ProSoft Gateway Configuration

Select Module:

" PLX81- 1Port

Ethernet Port E1

IP Address: | %2 .

[~ IEC 61850

Subnet Mask: | 255 .

¥ Modbus TCR/IP

Default Gateway: | 192 .

Ethernet Port E2

Project Name:

|Pr0ject1

Notes:
68 . 0 . 250
255 . 255 . 0
w8 . 0 .1
i’ . 0 . 1

NTP Address: | 192 .

NTP Update Time: |0

IP Address: | 192 .

¥ IEC 51850

Subnet Mask: | 255 .

™ Modbus TCP/IP

PL¥8X Modbus Registers

Read Start: ’1—
Write Start: [ 1001
StatusStart: [65531
Reboot Register: W

Default Gateway: | 192 .
Modbus Server Connections

Connection Timeout: | 50

Encapsulated Modbus: |0

(A total of 20 connections available)

oK | Cancel |

68 . 1 . 250
255 . 255 . 0
e . 1 . 1

MBAP: [3

Choose the correct gateway model (one or two ports).
Select the function for the port (IEC 61850 or Modbus TCP/IP). If the gateway
has two ports, one must be IEC 61850 and the other Modbus TCP/IP.

Enter the IP address and other network information for the gateway port.

IP ADDRESS: The IP address must be a fixed IP address. Contact your

(0]

network administrator for assistance.
SUBNET MASK: Ent er

t he

gat ewayds

subnet mas k .

IP GATEWAY: The IP gateway address is optional, and is not required for
networks that do not use a default gateway.

If the gateway has two ports, enter the network information for the second
port.
Enter the NTP ADDRESS. The gateway polls the server for the current date
and time. For example, in the USA, there are a number of time servers and
their IP addresses listed at http://tf.nist.gov/tf-cgi/servers.cgi.
Enter the NTP UPDATE TIME. This is the polling interval (in minutes) for the

current date and time. A value of 0 means the gateway does not poll the NTP
server.
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8 Enter the PLX8X MODBUS REGISTERSI nf or mati on. The ProSoft g
beginning Modbus registers. This allows Modbus clients to access Modbus
data on the gateway. All of the tags in the ProSoft tag database are in a
numbered array of Modbus registers, addressed as 1 to 65535. See Viewing
Modbus TCP/IP Server Mapping (page 52) to look up the tag addressing.

o PLXREAD START: The address of the first Modbus read data register in
the gatewayos t a@nlydeDtdateh Avalae of laneans e a d
the first available Modbus read data register is accessed using a Modbus
Holding Register address of 40,001 (or 400,001 if using six-digit
addressing). Valid values are 1 to 65535. The default value is 1.
o PLXWRITE START: The address of the first Modbus write data register in
the gatewaybds tag database for writable I
address 41,001. Valid values are in the range 1 to 65535. The default
value is 1,000.

9 Enter the MobBUS SERVER CONNECTIONS information. The gateway supports
multiple MNET servers and MBAP servers.

o CONNECTION TIMEOUT: This is the number of seconds the Server will wait
to receive new data. If the Modbus TCP/IP server does not receive any
new data during this time, it will close the Ethernet socket connection.
Valid values are 0 to 1200 seconds. The default value is 60.

o ENCAPSULATED MoDBUS: This is the number of Modbus TCP/IP client
devices that will communicate with the gateway using TCP/IP Service
Port 2000. These are devices that use Modbus RTU serial-style message
structures enclosed in an Ethernet wrapper.

o MBAP: This is the number of Modbus TCP/IP client devices that will
communicate with the gateway using Schneider Electric MBAP-style
messages on TCP/IP Service Port 502.
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2.6  Adding Modbus TCP/IP Devices

To add Modbus TCP/IP devices to the network, click and drag a Modbus TCP/IP
device from the Device View tree into the Network View pane. This creates the
Modbus device bubble in the Device View. You can add multiple Modbus
devices, and there are four device types: Quantum, Premium, and M340
represent both the EtherNet/IP port on the gateway, and the attached Modicon
devices; Modbus-IDA represents a generic Modbus device.

9 If you are using a NOE card between the PLC or PAC and the gateway,
choose the Quantum device type.

1 If you are using some other Modbus device to communicate with the
gateway, then choose the Modbus Generic device type.

P Prosoft MNET-61850 Configuration Manager - Project_1 ===
File Edit View Help
JEd| | @

penceview

=l
-1z Devices & Configurations
5125 Modbus TCP/IP Devices
§ Schneider Electric
Cf om0
Premium
t_ Quantum I
H odbus Generic
=i [EC 61850 Configurations
E-E 7006.CID
| L= SEL_700G.1
&2 751A.CID
®-5 787.CID

192.168.0.11

To copy a configured Modbus device

Right-click the device bubble in the Network View pane and choose CoPY. Then
right-click the Network View pane background and choose PASTE MODBUS
DEVICE.

To delete a Modbus device

Right-click the device bubble in the Network View pane and choose DELETE.

To map tags in a Modbus device

To map the tags that you want to make available to a Modbus scanner such as
PLC or PAC, right-click the device bubble and choose CONFIGURE. See Mapping
Data Attributes in the Gateway to Modbus TCP/IP (page 42).

To edit a Modbus device properties

Right-click the device bubble in the Network View pane and choose PROPERTIES.
See Setting Modbus TCP/IP Port Properties (page 44).To display the PLC or
PAC map view for the device right-click the device bubble in the Network View
pane and choose PLC MAP VIEW. See Viewing the Modbus Commands for a
Device (page 49).
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2.7 Importing IED Files

After you have configured the gateway in the project, the next step is to import
the configured Intelligent Electronic Device (IED) files into the project. IEDs come
with a template ICD file, but an ICD file indicates possible configuration options. It
usually does not contain specific configuration information. For instance, ICD files
usually do not have an IP Address or other configured elements in them. Once
an IED has been configured (using third-party configuration software provided by

the I ED manufacturer),
CID configuration file. Some third-party software

the manufactureros
may also create a SCD system

configuration file (an SCD usually has multiple IEDs in it).

S O

Note:You can only import configured ICD, CID, and SCD files. These files must be .lly configured

and saved in thetsafre that is used to configure the IEDs. The configured file must i clude the

IP address, subnet mask, and gateway address (if required by the network). Also, ¢ ach IED must

have a unique Device Name and IP address.

To import configured IED files:

1 Inthe Device View pane of the ProSoft MNET-61850 Configuration Manager,
right-click IEC 61850 CONFIGURATION and then choose ADD IED.

File Edit View Help

=N N | @
Device View &
=

g+ Devices & Configurations
E-c% Modbus TCP/IP Devices
. E-§ Schneider Electric

i Premium
i Quantum

------ i Modbus Generic

=T 1EC 61830 Confinuuation:

Add IED

P ProSoft MNET-61850 Configuration Manager

Ctri=A ‘
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2 Inthe Open dialog box, browse to the directory containing the ICD, CID, or
SCD file.
aOpen @
@Qﬂ | » Computer » Local Disk (C) » ICD « [43] [ 5earen 1D ol
Organize » Mew folder B~ O '::.E::'

B videos + [E700G.CD [Ee] SELtest2.CID
(B 7514010 [t SELtest.CID
8 Cormputer [t 787.CID [E] kestnode. cid

i ] 758522 V4. 6.icd
&5 i d L
imm Local Disk (C) T 07514 001.1C0

[t Areva P34l 322.1CD

é] enl00tmp.icd
k] Fe50_FactoryDefaultExported.icd

. $RecycleBin

m

=y |

I Cygwin =
T [t GE SBOw_Narm_sec.cid
J BRI @GE-ReIay_From-Browzer.icd
8. Documents an: @IEDI fram our SEPAM demo case.cid
| ICD [t D1 cid
| Jupiter NEW [E] 1£D2. cid
s 5 E IED OBJECTS has 2 IEDs in it.scd
JieE [t IED OBIECTS, sed
8y MSOCache k]multilin.icd
. MVIDLA,
. PCBExportFiles
. Perflogs Al [
File name:

}

- IIED Configuration Files (*.scd, * v‘

[ |

[ Qpen Cancel ‘

3 Make sure the file type is IED CONFIGURATION FILES (*.SCD, *.ICD, *.CID).

4 Each IED has its own configuration file, except for SCD files which can
contain more than one IED. Select one or more configuration files to import
and click OPEN. The imported IED files appear in the Device View tree under

IEC 61850 CONFIGURATION.

File Edit
DS d| s
DevieeView

View Help

i Prosoft MNET-61850 Configurat

«

gl Devices & Configurations
B1-&5 Modbus TCP/IP Devices
L Schneider Electric

Lof M340

§ Premium

‘o | Quantum

. ie | Modbus Generic

B IEC 61850 Configurations

@5 751A.CID

&2 700G.CID

-5 787.CID

5 Repeat the above steps to import the rest of your IED files.
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6 If you are familiar with the contents of CID, SCD, and ICD files, you can right-
click the file name and then choose DISPLAY to see the contents of the file in

the default text editor.

Dece View <

=

B Devices & Configurations
£ Modbus TCP/IP Devices

© B-F Schneider Electric

Lol M340

‘.. Premium

. § Quantum

i Modbus Generic

& IEC 61850 Configurations

E-5 7006.CI0
[]---j 787.CID Update IED

Edit Path

Eemove

Note:Normally you only view the configuration files in the text editor for reference if rou are
familiar with these files. If you want to change the IED configuration, use the config ration software

for the IED.

2.8 Creating the IED Network

After you have imported the IED files, you can create the IED 61950 network in
the ProSoft MNET-61850 Configuration Manager.

To create the IED network configuration:

1 Inthe Device View pane of the Configuration Manager, expand the IED file
name (700G.CID in this example) by clicking the [+] sign next to the file
name.
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2 Click and drag the IED name (SEL_700G_1 in this example) from the Device
View pane into the Network View. When you release the mouse button, the
IED is added to the view in an IEC 61850 bubble. The bubble shows the IED
Device Name and IP address. These values are from the IED file and cannot
be changed in the Configuration Manager.

3 prosoft MNET-61850 Configuration Manager - Untitled follE ==
File Edit View Help
A= | @ .
Peiceview s

=
& Devices & Confiqurations
-1 Modbus TCP/IP Devices
B0 Schneider Electric
o M0
. w0 Premium
i e Quantum

‘| Medbus Generic
=5 IEC 61850 Configurations

B2 700G.CID

3 751A.CD

= 787.CID

(®ece1850
SEI_700G_1
192.168.0.11

3 Repeat the above steps to add the rest of your IEDs to the Network View
pane.

To delete an IED from the Network View:
Right-click the IED bubble in the Network View and choose DELETE.

To change the MMS Scan Delay:

You can change the MMS Scan Delay for any IED. This is the only property you
can change for an IED, as everything else is set in the IED configuration file.

Right-click the IED bubble in the Network View and choose PROPERTIES. By
default, the MMS ScAN DELAY is set to 1000 milliseconds.

IEC 61850 Reports and GOOSE messages are generated by the IED and are
not affected by the MMS Scan Delay. The MMS Scan Delay parameter also has
no impact on MMS writes. The lower you set the MMS Scan Delay value, the
more network capacity is consumed by MMS Read network traffic. If you do not
configure an IED to read any Data Attributes using MMS messages, then this
parameter has no effect.

The EDIT NETWORK SETTINGS button is only for troubleshooting under the
direction of ProSoft Technical Support.

To locate the IED file:

The Configuration Manager stores its own copy of the CID, SCD, or ICD file for
this IED.

1 Right-click the IED bubble in the Network View and choose PROPERTIES.
2 Click the DETAILED PROPERTIES tab to see the path on your PC where the
Configuration Manager stores the file.
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2.9 Mapping Data Attributes from IEDs to the Gateway

As you add IEDs to the Network View, the ProSoft MNET-61850 Configuration
Manager reads the device information and builds a list of tags (Data Attributes)
from the device file. In this step, you map tags from the IED to the gateway
database. This is the first of two steps in mapping data from the IED to the PAC:

1 First, you map the tag from the device to the gateway. This creates a location
in the gateway database to store the data associated with the tags.

2 Second, you map the tag from the gateway database to the gateway Modbus
TCP/IP port. This sets up an MMS data movement (IEC 61850-8-1) to push
the data to the Rockwell Automation® Modicon® Quantum®PLC. Premium®
PLC, or M340® PAC (if the tag can be read) or to write to data to the device
(if the tag can be written). Refer to Mapping Data Attributes in the Gateway to
Modbus TCP/IP (page 42) for this second step.

Note:Remember that you must configure the gateway so that the IP address is in tt 2 same subnet
as the 61850 relay device. Refamtiiguring the Gateway EtherNet/IP fuiayzs).

PLX

: Tag Database )
Device A Device B
Read Read
Write Write
IED PAC

Gateway
IEC-61850 Modbus TCP/IP
network network

After you have mapped data attributes from one or more |IEDs, you can view the
mapped data attributes by right-clicking the project bubble and choosing MobBuUS
TCP/IP SERVER MAPPING. See Viewing Modbus TCP/IP Server Mapping (page
52).
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2.9.1 Mapping MMS Messages

MMS messages can be read-only (read the value from the IED) or write (write
the value to the IED).

1 Inthe Network View pane in the ProSoft MNET-61850 Configuration

Manager, right-click the IED bubble that you want to map, and choose
CONFIGURE.

|
®) 1Ece1850
SEL 70051
\_192'168'0'11_ IS

Delete

Properties

This displays the IEC 61850 Mapping Tool window. The window contains the
tree view on the left, and the mapping table on the right.

3 IEC 61850 Mapping Toal
Mapping  Edit
m 61850 Path TagMNarne Type Mccess
G1-{Lal CFG: Config
--m PR Protection
--m MET: Metering
- E COM: Contral
Lo ANM: Annunciatars

Description

Ready

2 Inthe tree view on the left, expand the root folder (click the [+] sign). This
shows the Logical Devices in the IED (notice the little LD in the icon).

3 Expand one of the Logical Devices in the IED (click the [+] sign) to see the
Logical Nodes within it (notice the little LN in the icon). Some IED
manufacturers provide descriptive information in their CID files. The ProSoft

MNET-61850 Configuration Manager displays that information after the
Logical Node name.
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4 Continue to expand the Logical Node to display the Data Object (DO) and
finally the individual Data Attributes. The functional constraint for a data
attribute appears on the icon; for example CO for control, ST for status
information, and CF for configuration. See Functional Constraints (page 120).

=-3 SEL_T00G_1

.LEH CFiG: Config

=-tal PRO: Pratection
[-LH LLMO
-l DevIDLPHDL
B PHIPIOCT
=6 Mod

.._lyﬂ sthal

L3t

i.f2d ctiMadel
+-{og Beh
-{og Health
-{og MamPlt
#-[og Str
H-og Op
- PHZPIOC2

5 Click and drag a Data Attribute from the tree into the mapping table on the
right. When you drop the Data Attribute, it fills in the table with the following
values:

o 61850 PATH to the Data Attribute.
o TAGNAME generated for the Data Attribute. This can be quite long, and is
close to the actual Data Attribute name. Most devices have tag names
that are short enough to map to RSLogix5000 projects. For tags that
exceed this length, the Configuration Manager automatically shortens the
name, ending with a sequence number ( _0O0
TYPE is the data type for the Data Attribute.
o AccEess: The Configuration Manager determines the read/write access of
the tab the tagbés functional constraints:
R indicates data that the gateway can read from the IED.
W indicates data that the gateway can write to the IED.
o DESCRIPTION: Enter a description for this Data Attribute.

o

P IEC 61850 Mapping Tool ===
Mapping  Edit
B SEL_T00G.1 - | 51650 Path [ Taghiame Type | Access Description |
Lo CFG: Canfig || PHIPIOCLOSTSMod®stval  SEL_TODG_L PXIPIOCLST Mod_stVal  Enum R
=Ll PRO: Protection 3
¢ i LLMO
| @[ DevIDLPHDL
. EME PXIPIOCL
0 =g Mod
[ gy ] stval
SN NSO 521 I S A S N g A A PP A s i

After you save the mapped tags, if you re-open the IEC 61850 Mapping Tool
window, MMS read and write tags are highlighted in red. Report and Goose
Message tags are not highlighted.
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6 To delete tags, select the tag or tags in the table, then right-click the selected
tags and choose DELETE.

7 Repeat until you have mapped the tags for the IED.

8 Choose MAPPING > SAVE to save the tag mapping. The mapped tags appear
in the Assigned Tags pane at the lower-right of the Configuration Manager
when you click the IED bubble.

3 ProSoft MNET-61850 Configuration Manager - Project_1 ===
File Edit View Help
O | @

BEeveT -

=Y
=/ Devices & Configurations
£+ Modbus TCR/IP Devices
= Schneider Electric
i M

192.168.0.25
pu
£z [EC 61850 Configurations
22 7006.CD
I SEL_7006_1

g 751A.CD
@2 787.00

192.168.0.11
- 4

IED SEL_700G_1 has 19 Assigned Tags ‘
Device Path [ Tag Name [ Type [ Access Description
LLMNOSSTSModSstVal SEL_700G_1_LLNO_ST_Mod... Enum
LLNOSSTSModsstyal SEL_700G_1_LLNO_ST_Mod... Enum
LLNOSSTSModSq SEL_700G_1_LLNO_ST_Mod... Quality
LLMOSSTSModst SEL_700G_1_LLNO_ST Meod... Timestamp
LLNOSCFSModSctiModel SEL_700G_1_LLNO_CF_Mod... Enum
BR/BRep01:METXMMXULSMXS...  SEL_700G_1_METXMMXUL_.. FLOAT32
D0/BDmM.LACTVRALAYI M CAIVE  CCI T0MG 4 AACTVAALAVIN G naT23
Ready CAP NUM SCRL

Note:You can click and drdmgner level object (such as a logical node (LN), a logical Jevice
(LD), or the IED to map ALL the child tags descending from the higher level object. =or MMS Write
Data Attributes, ddapping MMS Write Mess@geE35).

9 At this point, you have mapped the tags from the IED to the gateway internal
database. If you download the configuration to the gateway at this point, the
IEC 61850 client starts to read the values of the Data Attributes from the IED.
The gateway processes the list of configured IEDs in order, one at a time,
based on the MMS Scan Delay Timer. This parameter defines the interval
between MMS Read commands. See Creating the IED Network (page 29) for
more on this parameter.

10 The next step is to map the tags from the internal database to the Modbus
TCP/IP output. Refer to Mapping Data Attributes in the Gateway to Modbus
TCP/IP (page 42).

Note:lf your application requires more Data Attributes than the supported number ¢ Modbus
TCP/IP client commands, then the application requires the PLC or PAC to operate s a Modbus
TCP/IP client and poll the remainang\diutes from the gateway.

You can map other data from the IED. See:
1 Mapping Reports (page 36)
1 Mapping GOOSE Messages (page 38)
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2.9.2 Mapping MMS Write Messages

You map MMS Write messages using the same steps described for all MMS
messages. See Mapping MMS Messages (page 32). For writable data, drag and
drop the Oper structure from the tree view on the left to the right-hand side of the
window.

Importantin addition to the Oper structure, some IEDs also offer SBOw and Cance' structures
within the same Data Object. For the gateway, you only rtheddpanapucture. Do no
map the SBOw. The Cancel structure should only be mapped if it is required.

We strongly recommend that you map all of the Data Attributes surrounding the
actual control value, and set up another exchange to read it before changing the
control value and performing a write from the PLC or PAC side.

In the ProSoft MNET-61850 Configuration Manager, Oper structures that are
supported by the IED have a green indicator, meaning that these may be
mapped to the gateway. Those with a red indicator are not required to be

mapped.

Mapping  Edit

[cE ctModel
—|-{og SPCI0T7
—|-{cg Oper
& Test
8] Check
+-{_ origin
[ ctlval
6 ctiMum
Gar
1CH ctModel
=g SPCSOS
- lcg Cper
L] Test
Bl Check
+-__] origin
e ctival
[ ctMurn
T
[cE ctModel
+-{o@ DPCSOL
—|-og DPCS02
129 stval
E ]
Eht
—|-{cg Oper
[ Test
{34 Check
+-{_ origin
{54 ctival
{254 ctium
AT
+-[6@ SBEOw
+-[e@ Cancel
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2.9.3 Mapping Reports

Reports are based upon a DATA-SET, containing a specific collection of Data
Attributes. You can configure the gateway to enable an
Control Blocks (BRCBs) or Unbuffered Report Control Blocks (URCBS).

Note:Be sure that the DAJEAT on your IED contains all Data Attributes and not Data Dbjects.

1 Inthe Network View pane in the ProSoft MNET-61850 Configuration

Manager, right-click the IED bubble that you want to map, and choose
CONFIGURE.

|
© 1ecs1850
SEL_ 700G 1
\_192.168.0.11- el e

Delete

Properties

This displays the IEC 61850 Mapping Tool window.

3 IEC 61850 Mapping Tool
Mapping  Edit
m 61850 Path TagMNarne Type Mccess
G0l CFG: Config

--m PR Protection
--m MET: Metering
BB COM: Contral
Lo ANM: Annunciatars

Description

Ready

2 Inthe tree view on the left, expand the root folder (click the [+] sign).
3 Expand the Logical Device to see the Logical Nodes (click the [+] sign).
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4 Continue to expand the Logical Node to display the Reports Object (RPT)
and finally the individual Reports.

=-{g Loo
=/ LLMO; General

+-{og Mad
+-{o@ Beh
+-{0@ Health
+-{o@ MamPlt
+-og Loc
+-iog LEDRs
+-[og CTFIE
+-{o@ WTFIk
+-{og ComFle

+-FF SEP&M_REPORT @
+| -5 Goose
+-{LH| LPHD1: Device

You can right-click a report name to see more information about the report,
such as the Trigger Options and Report Control Block information.

5 Click and drag the yellow folder showing the report name from the left side to
the right side of the window. This maps the entire DATA-SET. You can also
expand the individual report, then click and drag individual Data Attributes to
the right side of the window. The functional constraint for a data attribute
appears on the icon; for example ST for status information. See Functional
Constraints (page 120).

6 The Configuration Manager automatically populates the table with one row for
each Data Attribute in that DATA-SET. When you drop the report or Data
Attribute, it fills in the table with the following values:

o 61850 PATH to the Data Attribute.

o TAGNAME generated for the Data Attribute. This can be quite long, and is
close to the actual Data Attribute name. Most devices have tag names
that are short enough to map to RSLogix5000 projects. For tags that
exceed this length, the Configuration Manager automatically shortens the
name, ending with a sequence number (_001, 002, ¢é) .

o TyYPEis the data type for the Data Attribute.

Access: the ProSoft MNET-61850 Configuration Manager determines the

read/ write access of the tab the tagds fu
R indicates data that the gateway can read from the IED.

W indicates data that the gateway can write to the IED.

P IEC 61650 Mapping Taol =
Magping

After you save the mapped tags, if you re-open the IEC 61850 Mapping Tool
window, MMS read and write tags are highlighted in red. Report and Goose
Message tags are not highlighted.
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7 To delete tags, select the tag or tags in the table, then right-click the selected
tags and choose DELETE.

8 Repeat until you have mapped the reports and individual Data Attributes for
the IED.

9 Choose MAPPING > SAVE to save the tag mapping. The mapped report tags
appear in the Assigned Tags pane at the lower-right of the Configuration
Manager when you click the IED bubble.

I3 Prosoft EIP-61850 Configuration Manager - Project 10 EI@
File Edit View Help
R | | @
_ b EtherNet/IP” Device
= EthemetlP
51 Devices & Configurations Class 1 and 3
1 Ethernet/IP Devices
§ Ethemet/IP Class 3
=i IEC 51830 Configurations
52 7006.CID st
L8 SELT00G_1 191650250
E-E 751400
Lo SEL_TSLAL -
-5 7EL.CD IECS‘ISSO
L SELTOTL SEL_700G_1
1921681011
o
IED SEL_700G_1 has 21 Assigned Tags ‘
Device Path ‘ Tag Mame Type Access Description | EIP -
BR/BRep0LMETXMMIULS... SEL_T00G_1_METXMMXUL_... FLOAT32 R Nat| _
BR/BRep0LMETXMMULS... SEL_T00G_1_METXMMXUL_... FLOATI2 R Mat =
BR/BRepLMETXMMIULS... SEL_T00G_1 METHMMXUL.. FLOAT3IZ2 R Mot
Mot
r
Ready CAP NUM SCRL

Note:The gateway stores the entire-BETAf data in the tag database. This make a
consistentized set of data is available to the other protocol. YowbmhfiData Attribut s
are available when you map tags to the Modbus TCP/IP side of the ijajgpiay.[Eda
Attributes in the Gateway to Modbus (PGgéR).

Report options are used as they are defined in the IED. The gateway supports

Gener al I nterrogation (GI). Upon report enabl e,
have it set to TRUE, the gateway initiates a General Interrogation. This occurs

during the first connection that the gateway makes to the IED, and on any

subsequent reconnections. This ensures the gateway has a current snapshot of

the values of all me mBETr s of the reportds DATA

2.9.4 Mapping GOOSE Messages

GOOSE (Generic Object Oriented Substation Events) messages are based upon

a DATA-SET, containing a specific collection of Data Attributes. You can

configure the gateway to enable an | EDds GOOSE
messages are based upon a DATA-SET. An entire GOOSE message must fit in

one Ethernet packet. According to the IEC 61850 Standard, GSEControl

information is only allowed in the logical node LLNO.
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1 Inthe Network View pane in the ProSoft MNET-61850 Configuration

Manager, right-click the IED bubble that you want to map, and choose
CONFIGURE.

1
©) Ecs1850
SEL 700 1
\_192'168'0'11_ Conﬁgure

Delete

Properties

This displays the IEC 61850 Mapping Tool window.

3 IEC 61850 Mapping Taol

Mapping  Edit

XY seL_r006 1] 1850 Path Taghame Type
F-iL8 CFé: Config
.Hl PR.O: Protection
.LIH MET: Metering
.LIH COM: Control
.LN AMM: Annunciators

Aciess Description

Ready

2 Inthe tree view on the left, expand the root folder (click the [+] sign).
3 Expand the Logical Device to see the Logical Nodes (click the [+] sign).

4 Continue to expand the Logical Node to display the GOOSE (GSE) and
finally the individual DATA-SETS.

5@l CFG: Config
- LLND

[-og Mod

[-{og Beh

f-6d Health

[-Bg MamPlt

--ﬂ Repaorts

[+-E58 GooseDsetld: Predefined GOOSE Control

=-{ci DenIDLPHDL

5 Click and drag the yellow folder showing the DATA-SET name from the left
side to the right side of the window. This maps the entire DATA-SET. You
can also expand the individual DATA-SET, then click and drag individual
Data Attributes to the right side of the window. The functional constraint for a

data attribute appears on the icon; for example ST for status information. See
Functional Constraints (page 120).
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6 The Configuration Manager automatically populates the table with one row for
each Data Attribute in that DATA-SET. When you drop the report or Data
Attribute, it fills in the table with the following values:
o 61850 PATH to the Data Attribute. The ProSoft MNET-61850

Configuration Manager adds GOOSE as a prefix to the standard IEC-

61850 path.

o TAGNAME generated for the Data Attribute. This can be quite long, and is
close to the actual Data Attribute name. Most devices have tag names
that are short enough to map to the PLC or PAC. For tags that exceed
this length, the Configuration Manager automatically shortens the name,

ending with a sequence number ( _001,
o TYPEIis the data type for the Data Attribute.
o AccCESs: the ProSoft MNET-61850 Configuration Manager determines the
read/ write access of the tab the tagds
R indicates data that the gateway can read from the IED.
W indicates data that the gateway can write to the IED.
3 IEC 61850 Mapping Toal (=3
Mapping  Edit
Eg CFG: Config » | 61850 Path TagMarne |Type o
¢ B LMD GOOSE/GooseDSet1RBGG.., SEL_TO06_1 REGGIOL ST_SPCS001_st.. BOOLEAM
6@ Mod GOOSE/GooseD5et1RBGG.., SEL_T00G_1 REGGIOL ST SPCS00L q  Quality
B3 Beh GOOSE/GooseDSetlHRBGG.., SEL_T006_1 REGGIOL ST_SPCS002_st.. BOOLEAM
{83 Health GOOSE/GooseD5et1RBGG.., SEL_T00G_1 REGGIOL ST SPCS002_q  Quality
B8 MarnPlt £ | GOOSE/GooseDSet1RBGG.., SEL_Y00G_1 RBGGIOL ST_SPCSO03_st.. BOOLEAN
GOOSE/GooseD5et1RBGG.., SEL_T00G_1 RBGGIOL ST SPCS003_q  Quality
&F Reports
5§ Goose
-c_sg GnnseDSetB:PredefinedGOOSECnntrnlI
= N 11153 g meysyums ey g Uy S Vgt S

After you save the mapped tags, if you re-open the IEC 61850 Mapping Tool
window, MMS read and write tags are highlighted in red. Report and Goose
Message tags are not highlighted.

7 To delete tags, select the tag or tags in the table, then right-click the selected

tags and choose DELETE.

8 Repeat until you have mapped the GOOSE DATA-SETS and individual Data

Attributes for the IED.
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9 Choose MAPPING > SAVE to save the tag mapping. The mapped tags appear
in the Assigned Tags pane at the lower-right of the Configuration Manager

when you click the IED bubble.

B ProSoft EIP-61850 Configuration Manager - Project 10
File Edit View Help

Q5 d| | @
Beever —
= FthematIP
E-[7 Devices & Configurations o
Bl Ethernet/IP Devices
§ Ethemet/IP Class 3
=i IEC 51830 Configurations m
-2 7006,.CID Poject 1
&1 SEL_7006G_1 192,168 0.250
E-E 75100
Lo SEL_TSLA 1 p
B2 787.0D © 1ecs1850

L SEL_TET L SEL_700G_1

192 16810.11
- /

IED SEL_700G_1 has 21 Assigned Tags

Device Path | Tag Marme

| Type

== o =

| Ep -

Ready

GOOSE/GooseDSetl :RBGGIOLE., SEL_T00G_1 REGGIOL ST 5.
GOOSE/GooseDSetl :RBGEIOLE., SEL_T00G_1 RBGGIOL ST 5.
GOOSE/GooseDSetl :RBGEIOLE., SEL_700G_1 RBGGIGL ST _S.
GOOSE/GooseDSetl :REGGIOL., SEL_700G_1 REGGIQL ST _S..
Fl T

EOOLEAN

Quality
BOOLEAN

Quality

R Mot
R Hot|
R Mot
Mot

v

CAP| NUM 5CRL

2.9.5 Goose Message Assumptions

The ProSoft gateway supports both Modbus TCP client and server, and it can act
as a client and server at the same time. Once you have configured your
application, ProSoft 61850 Configuration Manager automatically generates the
file that is required by Unity Pro for Quantum, Premium, or M340 processors so
that all data that is exchanged between the gateway and the PLC or PAC is
already mapped to the correct Modbus addresses. These files are configured so

that:
1

The data transferred from the gateway to the PLC or PAC is pushed from the

gateway as a Modbus TCP/IP Client. The generated .XSY files map the tag
names to the Modbus addresses in the PLC or PAC which receive the values

from the gateway.

The controllable Data Attributes that the PLC or PAC transfers to the gateway

are pushed from the PLC or PAC (operating as a Modbus TCP/IP client) to
the gateway (operating as a Modbus TCP/IP server). The generated .XFM file
generate the function block and associated variables to write the data to the

gateway.

The sample file generated by the ProSoft MNET-61850 Configuration Manager
assumes that the read data is transferred with the gateway as a Modbus TCP/IP
Client, and the controllable data is transferred with PLC or PAC as a Modbus

TCP/IP Client.

You may want to set up GOOSE messages in the IEDs specifically for the data
you need to send to the ProSoft gateway, so that only the necessary data is

contained in the GOOSE message.

ProSoft Technology, Inc.
March 5, 2018

Page 41 of 182



Configuring the PLXBXET61850 Gateway PLX8MNETB185MZommunication Gateway
User Manual Modbus TCP/IP to EE@50 gateway

2.9.6 Deleting one or more IEC 61850 mappings

You can delete one or more MMS messages, Report, and GOOSE mapping from
the IED to the gateway.

1 Inthe Network View pane in the ProSoft MNET-61850 Configuration
Manager, right-click the IED bubble that you want to map, and choose
CONFIGURE.

This displays the IEC 61850 Mapping Tool window. The mappings are listed
in the table on the right side of the window.

2 Select the mappings in the table, then right-click the selected mappings and
choose DELETE. You can also delete all the mappings by choosing EDIT >
CLEAR ALL.

3 Note that if you delete a mapping from the IED to the Gateway, you also
delete the corresponding mapping on the Modbus TCP/IP side of the
Gateway. See Mapping Data Attributes in the Gateway to Modbus TCP/IP
(page 42).

2.10 Mapping Data Attributes in the Gateway to Modbus TCP/IP

After you have mapped the MMS messages, Report, and GOOSE mapping from
the IED to the gateway, you must map these tags to the Modbus TCP/IP side of
the gateway. This makes the tags and associated data available to the PLC or
PAC. This is the second of two steps in mapping data from the IED to the PLC or
PAC.

PLX

) Tag Database )
Device A Device B

Read Read
Write Write
IED PAC
Gateway
IEC-61850 Modbus TCP/IP
network netwaork

1 First, you map the tag from the device to the gateway. This creates a location
in the gateway database to store the data associated with the tags. See
Mapping Data Attributes from IEDs to the Gateway (page 31) for this first
step.
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2 Second, you map the tag from the gateway database to the gateway Modbus
TCP/IP port. This sets up an MMS data movement (IEC 61850-8-1) to push
the data to the PLC or PAC (if the tag can be read from the IED) or to write to
data to the IED (if the tag can be written to the IED).

In the Network View pane in the ProSoft MNET-61850 Configuration Manager,
double-click the M340, Premium, Quantum, or Modbus-IDS bubble. You can also
right-click the bubble and then click CONFIGURE.

Modbus 0

192.168.0.250

This displays the Modbus Mapping Tool window. See Modbus TCP/IP
Commands (page 47) for a description of the columns in this table.

F3 MODEUS Mapping Tool =)
File Edit
MName Type | | Enable TagMame ME Func ME Addr Poll Interval
SEL_700G_1 RB.. Check 1 Enable - On Data.. SEL_700G_1_LLMNO_ST_Mo.. Write 1 0
SEL_700G_1_RB.. BOOLEAN 2 Enable - OnData.. SEL_700G_1_LLMO_ST_Mo.. Write 2 0
SEL_700G_1_RB.. Timestamp 3 Enable - OnData.. SEL_700G_1_LLMO_ST_Mo.. Write 3 0
SEL_700G_1 RB.. INTSU 4 Enable - On Data.. SEL_700G_1_LLNO_ST_Mo... Write 4 0
SEL_700G_1_RB.. Octettd 5 Enable - On Data.. SEL_700G_1_LLMNO_CF Mo... Write 8 0
SEL_700G_1_RE.. Enum 6 Enable - On Data.. SEL_700G_1_METAXMMEU... Write 9 0
SEL_700G_1_RB.. BOOLEAN 7 Enable - On Data.. SEL_700G_1_METAMMEU... Write 11 0

8 Enable - On Data.. SEL_700G_1_METAMMEU... Write 13 0

9 Enable - On Data.. SEL_700G_1_REGGIO1_ST.. Write 15 0

10 Enable- OnData.. SEL_700G_1_RBGGIO1 5T.. Write 16 0

11 Enable-OnData.. SEL_700G_1_RBGGIO1 5T.. Write 17 0

12 Enable- OnData.. SEL_700G_1_RBGGIO1 ST.. Write 18 0

4 m 3
Ready

Note:the ProSoft MNBI850 Configuration Manager automatically maps MMS Read Data
Attributes that you mapped from the IED to the gateweajodateblst340, Premium, and
Quantum devices inbewice Viewhe Configuration Manger does not automatically n ap Read
Data Attributes for the MelIbligGeneric) device. It does not automatically map MMS Write
Data Attributes for any device.

The tags (Data Attributes) you mapped from the IED to the gateway appear on
the left-hand side of the window. The tags that you mapped (or are automatically
mapped) from the gateway to the Modbus TCP/IP port appear on the right-hand
side of the window.

To map tags to the Modbus TCP/IP port

Click and drag one or more tags from the left-hand side to the right-hand side.
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To delete one or more mappings

Right-click the mappings you want to delete in the right-hand side, then choose
DELETE. You can delete all mappings by choosing EDIT > CLEAR ALL. Deleting a
mapping on the EtherNet/IP side of the gateway does not delete the mapping
from the IED to the Gateway.

Note that if you delete a mapping from the IED to the Gateway, you also delete
the corresponding mapping on the Modbus TCP/IP side of the Gateway. See
Deleting one or more IEC 61850 mappings (page 42).

To set the Modbus TCP/IP Port properties

See Setting Modbus TCP/IP Port Properties (page 44).

To configure Modbus TCP/IP commands for mapped tags

See Configuring Modbus TCP/IP Commands for a Device (page 46).

After you have mapped data attributes to one or more Modbus devices, you can
view the mapped data attributes for all Modbus devices by right-clicking the
project bubble and choosing MobBuUS TCP/IP CLIENT MAPPING. See Viewing
Modbus TCP/IP Client Mapping (page 53